FIREWALL

Firewall
Install

sudo yumrenove -y firewalld
sudo yuminstall -y hubzero-iptabl es-basic

sudo servi ce hubzero-iptabl es-basic start
sudo chkconfi g hubzero-i pt abl es-basi c on

If installing the Hubzero tool infrastructure:
sudo yuminstall -y hubzero- ma2-i pt abl es-basic

sudo servi ce hubzero- ma2-i pt abl es-basic start
sudo chkconfi g hubzero- mM2-i pt abl es-basi c on

HUBzero requires the use of iptables to route network connections between application
sessions and the external network. The scripts controlling this can also be used to manage
basic firewall operations for the site. The basic scripts installed here block all access to the host
except for those ports required by HUBzero (http,https,http-alt,Idap,ssh.smtp,mysql,submit,etc).
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